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Introduction

EXPOSITION

Conversations about cybersecurity risk went mainstream in 2021. The impacts are getting more severe 

and having a direct effect on business. From shutting down a fuel pipeline, to disrupting the supply of 

household goods, this year’s ransomware attacks were sinister, garnering broad media attention and 

pressuring governments to respond with legislative action.

Summarizing the current risk landscape, chair of the US FederalReserve Jerome Powell said:

This report paints a shocking picture of the lack of preparedness in the majority of the world’s 

commerce systems in the face of a major cyber attack.

The world evolves, and the risks change as well, 
and I would say that the risk that we keep our 
eyes on the most now is cyber risk.

Executive Summary
In this report, we breakdown data from eight years of cyber assessments, covering over a dozen market 

sectors across 20 countries. We rate each category on a comprehensive scale of how well they address the 

seven core security domains that make up a holistic cybersecurity strategy. This process is crucial for 

decision-making and aids in building an effective security plan.

We discover that there are some winners, like the Finance and Banking sectors showing solid 

improvements in cyber defense, and some clear losers, like companies in the Real Estate and SMB sectors 

ending up at the bottom of the list. In the end, one thing is clear, every sector across the globe needs to be 

investing in better methods of measuring and tracking their cybersecurity maturity levels.
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7 CYBERSECURITY 
DOMAINS
In this report, each category has been measured for its maturity across seven distinct security 
domains that make up a holistic cybersecurity strategy. Each domain plays a different role in the 
protection of critical assets inside of an organization. Here are CYE’s definitions.

Data Security
The classification, encryption, and protection of 

sensitive information that a person or organization wants 
to keep from being publicly available.

Application  Security
Security measures at the application level that aim to
prevent data or code within the app from being stolen or 
hijacked.

Endpoint Security
Security measures taken to address threats faced by 

network endpoints such as servers, workstations,
laptops, and mobile devices.

Network  Security
Protecting the network from breaches, intrusions, and 
other threats through the use of access control, virus and 
antivirus software, network analytics, firewalls, VPN 
encryption, and more.

Policies, Procedures & Governance
If security governance determines who is authorized to 
make decisions and ensures that security strategies are 

aligned with business objectives and regulations.

IAM and Remote Access
Identity Access Management (IAM) refers to the IT 
security discipline, framework, and solutions for managing 
digital identities. The goal of IAM is to make sure that any 
given identity has access to the right resources (applications, 
databases, networks, etc.) within the correct context.

SOC Monitoring & Incident Response
The classification, encryption, and protection of 

sensitive information that a person or organization wants 
to keep from being publicly available.
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Research Methodology
This report is based on the results of cybersecurity assessments performed by CYE over the course of eight 

years. Each assessment result contained detailed information regarding the overall security status of the 

organization in seven different security domains. The evaluation included an overall security score, a list of 

vulnerabilities identified for each of the security domains along with their severity level, detailed 

descriptions of how each vulnerability was identified and exploited, compromised assets for each 

vulnerability, and proposed solutions for mitigating the finding. The results of all assessments were 

automatically parsed, and information regarding the security scores and top findings were extracted. 

The industry, size and location of the clients in each assessment were collected as well (while maintaining 

client confidentiality and anonymity).

Finally, the data was aggregated according to the collected client characteristics, and further processed to 

identify statistically significant trends and observations. The results were then carefully studied by data 

scientists and security researchers at CYE to identify and validate the various insights reported.

The Scoring System
The scoring system is based around the Cybersecurity Maturity Model Certification 

(CMMC) framework, a unifying standard for the implementation of cybersecurity across 

the Defense Industrial Base (DIB). The CMMC guidelines include a comprehensive and 

scalable certi�cation element to verify the implementation of processes and practices 
associated with the achievement of a cybersecurity maturity level.

If you plan to do business with the United States Department of Defense in any capacity, CMMC will be something 
you need to address.

There’s been an increasing notion that vendors working for the Department of Defense cannot adequately 

support their security obligations for managing sensitive government data. Countries around the world 

are becoming attuned to this issue as they realize that data has value in terms of business differentiation, 

intellectual property, and most importantly national security.

The scoring is based on a 1-5 scale, with 1 being the lowest or most vulnerable, and 5 being the highest, 

most mature level of cybersecurity.

LEVEL
LEVEL

LEVEL
LEVEL

LEVEL

1 2 3 4 5
Performed Basic 
Cyber Hygiene

Documented
Intermediate
Cyber Hygiene

Managed Good 
Cyber Hygiene

Reviewed
Proactive

Optimizing
Advanced/
Progressive

METHODS
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Maturity by
INDUSTRY
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IT companies received relatively low scores, possibly indicating that they may be the next big attack vector. 

We have already seen a foreshadowing of such implications with the Kaseya ransomware attack in the 

summer of 2021.

Cybersecurity and Finance & Banking scored the highest due to regulation and compliance, while 

Consumer Apps scored the lowest because they invest more in their core business - applications and 

internet facing games.

Insurance, OT, Medical and Retail continue to lag due to allocation of resources on core business processes 

and away from cybersecurity defense.

KEY
FINDINGS
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Maturity by
COMPANY SIZE
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Small companies of 11-50 employees scored the highest, with an overall score of 2.59, followed by mid-

sized companies of 101-250 employees at 2.15. This is likely due to the smaller attack surface that these 

companies protect.

Mid-sized companies of 251-500 employees scored the lowest at 1.58, followed by companies of 51-100 

employees, which scored 1.76.

Companies of 1,000 employees and above did not score appreciably better than smaller companies, even with 

their sizes and better access to technology and human resources. 

However the overall cybersecurity maturity is quite mediocre in the face of rising threats.

KEY
FINDINGS

Avg. Maturity Level 
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Maturity by
REGION

Germany scored the highest at 2.8. Germany is known for very stringent privacy laws so there’s no 

surprise that compliance practices for cybersecurity are also mature.

India scored the lowest at 1.46, followed by China, then United Arab Emirates. The UAE is an emerging 

region as measured by advances in the application of security technology at the enterprise level, so their 

maturity index is not surprising, while India has historically trailed in new cybersecurity technology adoption.

China and Russia reporting can be somewhat discounted, as both countries have been unreliable in 

reporting accurate information. When China’s cybersecurity capability is compared to that of the US, it is 

typically reported as lagging far behind, while it’s often reported the country is ahead of the West in 

adoption of new use cases for AI/ML and Quantum.

KEY
FINDINGS

Avg. Maturity Level 
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DATA
SECURITY

Consumer Apps, Finance, Banking scored low, which is concerning considering the exposure to loss of 

and/or corruption of PII.

SMB businesses scored lower due to their reluctance to recognize their vulnerabilities within the supply 

chain and typical investment in traditional startup expenses vs. prioritizing cybersecurity defense.

Personally Identifiable Data stored insecurely were among the most exploitable vulnerabilities, indicative 

that file sharing provides weak protection across the entire domain.

In addition, the effect of GDPR regulatory impact has yet to take full effect or be experienced among 

violators, which is why EMEA takes up the following position among major contents actors in cybersecurity 

defense investment and maturity.

KEY
FINDINGS

Avg. Maturity Level 

Sensitive Data is information that a person or organization wants to keep from being publicly available 
because the release of the information could lead to harm, such as identity theft or fraud.

In some cases, sensitive data includes individuals’ credit card information or medical records. In other 
cases, sensitive data can be proprietary corporate information. As organizations seek to protect sensitive 
information, they need continuous visibility into their complex IT ecosystems.
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APPLICATION
SECURITY

Consumer Apps, unsurprisingly scored the highest in Application Level Security, as they must invest 

significant resources in securing their applications and software, aka their core business assets.

Services scored low at 1.3, as they recently received a significant infusion of demand, especially in light of 

COVID-19, and were simply not prepared to accommodate rapid growth in WFH defense. As a result, they 

did not invest enough time, effort or resources in enhancing their overall security posture or specifically in 

Application Level Security, which has historically trailed data, access and services protections.

In North America, while scoring second in this domain, the focus on Application Security has only become 

important recently as many companies are now adopting nascent micro segmentation technologies to 

isolate critical applications on the network.

KEY
FINDINGS

Avg. Maturity Level 

Application Level Security describes security measures at the application level that aim to prevent
data or code within the app from being stolen or hijacked. This includes security considerations during 
application development and design, as well as systems and approaches to protect apps after they are 
deployed. Application Level Security is the process of developing, adding and testing security features within 
applications to prevent security vulnerabilities against threats, such as unauthorized access and 
modification.
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POLICIES, PROCEDURES
& GOVERNANCE

There is a high correlation between an overall security score and the Cross Organization Policies, 

Procedures and Governance domain. Often when companies invest in policies, they invest in security.

Germany usually scores high and scored the highest in Cross Organization Policies, Procedures and 

Governance, due to their strict policies but Russia has clearly been hard at work enforcing the best Policies 

and Procedures for cybersecurity.

The vulnerability of High Risk Maintenance and Procedures is a common challenge among all organizations 

as is managing permissions, especially in high privilege users.

Some of the biggest vulnerabilities across different sized companies included: High Risk Maintenance 

Procedures, Insufficient Network Segmentation in the Corporate Network and Insufficient Global Security 

Update Policy or Mechanism.

KEY
FINDINGS

Avg. Maturity Level 

IT Security Governance is the system by which an organization directs and controls IT security. 
It determines who is authorized to make decisions. It provides oversight to ensure risks are adequately
mitigated and security strategies are aligned with business objectives and are consistent with regulations.
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IAM &
REMOTE ACCESS

While the Consumer Apps industry scored very well in Application Level Security, it scored quite low in 

Identity Management and Remote Access, implying that asset protection is of higher priority than user 

authentication in their segment – it translates to allowing a stolen credential to enter a system and steal an 

asset while focusing instead on protecting the asset itself from theft, which is a flawed strategy that can 

lead to damaging breaches.

Software Development scored low, as Software Development companies are primarily focused on 

producing code in response to exaggerated rapidity in development release schedules. The pressure to 

release trumps the ability to vet the 0-90% of open-source code integrated within the new code for 

vulnerabilities and exploitable downstream dependencies. Weak Password Policies were seen throughout 

all company sizes, with the exception of companies with 10,000+ employees, suggesting that increased 

maturity includes proper, frequent, and well managed password vulnerability awareness that is rarely 

found in smaller enterprises today.

KEY
FINDINGS

Avg. Maturity Level 

Identity and Access Management (IAM) refers to the IT security discipline, framework and solutions
for managing digital identities. Identity management encompasses the provisioning and deprovisioning
of identities, securing and authentication of identities and the authorization to access resources and/or 
perform certain actions. The overarching goal of IAM is to ensure that any given identity has access to the 
right resources (applications, databases, networks, etc.) within the correct context.
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NETWORK
SECURITY

IT companies received relatively low scores, possibly indicating that they may be the next big attack vector. 

We have already seen a foreshadowing of such implications with the Kaseya ransomware attack of the 

summer of 2021. This is most likely due to the fact that IT providers do not invest in cybersecurity, as it has 

not traditionally been among the services they provide.

Finance and Banking scored the highest due to higher awareness of breach risk and its financial 

ramifications. Consumer Apps scored the lowest likely due to this industry typically investing more in their 

core business - applications and internet facing games.

Administrative and Sensitive Interfaces Exposed to the Internet was found throughout all company sizes.

KEY
FINDINGS

Avg. Maturity Level 

Network Security protects your network and data from breaches, intrusions and other threats. This is a 
vast and overarching term that describes hardware and software solutions, as well as processes or rules 
and configurations relating to network use, accessibility and overall threat protection. Network Security 
involves access control, virus and antivirus software, application security, network analytics, types of 
network-related security (endpoint, web, wireless), firewalls, VPN encryption and more.
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SOC MONITORING &
INCIDENT RESPONSE

Finance and Banking scored the highest in Security Operations Monitoring and Incident Response, 

as they are considered most matured, best protected, highly monitored and always have experienced and 

focused in-house, integrated SIEMs SOCs.

Insufficient Security Monitoring Procedures was one of the biggest vulnerabilities seen throughout all 

sectors, company sizes, and regions.

While the SOC and IR sectors have been around for years, only recently have the offerings matured to 

include SOC-as-a-Service, cloudcentric implementations supported by well-trained analysts and guided by 

strong industry best practices, and so it is not surprising that we see Insufficient Security Monitoring 

Procedures as one of the largest vulnerabilities throughout all sectors, company sizes, and regions.

KEY
FINDINGS

Avg. Maturity Level 

A Security Operations Center (SOC) is a facility that houses an information security team, who is 
responsible for monitoring and analyzing an organization’s security posture on an ongoing basis.
Security operations centers monitor and analyze activity on networks, servers, endpoints, databases, 
applications, websites, and other systems, looking for anomalous activity that could be indicative of a 
security incident or compromise.
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Regardless of size, region or sector, Insufficient 

Security Monitoring Procedures is one of the 

biggest vulnerabilities to remain unaddressed, 

creating a variety of visibility limitations waiting 

to be leveraged into cyber-breaches. Companies 

should work on basic cyber hygiene and monitoring 

to ensure visibility into all their key assets.

As expected, IT, Finance and Banking scored 

among the best prepared, while Consumer Apps, 

Insurance, OT, Medical and Retail continue to

lag due to allocation of resources on core 

business processes and away from cybersecurity 

defense. Insurance risk decisions are driven largely 

by actuarial data and that metric influences 

investment decisions as well – it may be that the 

industry as a whole dramatically cuts back on 

cyber-insurance underwriting during 2022.

Both large and small companies led the way in 

cybersecurity maturity with medium sized 

businesses lagging behind. 

This SMB preparedness is counter-intuitive on 

the surface, yet may be heavily influenced by the 

rapid evolution and adoption of modern managed 

security services programs. SMBs should take 

note and start assessing their security capabilities 

to make sure they are not falling behind.

Regional reporting followed historically typical 

preparedness patterns with Russia, USA and China 

leading the way while India, Japan, the UAE and 

other slower adoption, and/or more dispersed 

regions struggled to keep up – yet those regions 

represent the future lion’s share of InfoSec and 

cybersecurity investments.

Due to the pandemic and its apparent extensions, 

regulatory fines associated with GDPR and HIPAA 

violations have been somewhat relaxed, slowing 

down compliance mandates for data security and 

application security and shifting the focus somewhat 

from Cross Organization Policies, Procedures and 

Governance to WFH-specific process and technology 

challenges. But regulations man tighten again in 

the coming year, so companies should be wary not 

to let down their guard on the compliance front.

IAM, Network, and Endpoint services along with 

SOC Monitoring and Incident Response have all 

come under intense scrutiny as each point 

solution has taken on new meaning in a broadly

distributed, complex, and perimeter-less remote 

work environment, and one that does not appear 

temporary.

The combination of excessive trust, increased 

complexity, expanded attack surfaces, cloud 

computing, digitalization and a desire to remove 

friction from user access, has created a perfectstorm 

environment that, without a dramatic shift in our 

design thinking, will continue to give rise to new 

cybersecurity breaches occurring on a daily basis 

around the world.
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OUR STORY

ABOUT US

In 2012, we founded CYE with the goal of creating a security solution that ispowerful, 

adaptive, and capable of preventing a multitude of threats in a world of increased connectivity.

We take an offensive approach by utilizing data, numbers, and facts to predict risks and support our 

customers in reclaiming control of their cybersecurity.

By constantly challenging assumptions and producing disruptive ideas, we give our customers practical 

solutions that focus on the areas that are most critical to their business assets. Our mission is to ensure 

that our customers remain safe from real and prevalent threats.

WHO WROTE THIS REPORT
The CyberTheory Research team, in collaboration with members of our Customer Advisory Board and our 

Zero Trust Council have compiled, parsed and analyzed the results of cybersecurity assessments 

performed by CYE over the course of eight years, reaching across a dozen market sectors and 20 countries.

We rated each category on a comprehensive scale of how well they address the seven core security 

domains that make up a holistic cybersecurity strategy, and summarized that data in accord with the 

scoring system based around the Cybersecurity Maturity Model Certification (CMMC) framework,

a unifying standard for the implementation of cybersecurity across the Defense Industrial Base (DIB).

The CMMC guidelines include a comprehensive and scalable certification element to verify the 

implementation of processes and practices associated with the achievement of a cybersecurity maturity level.


