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Evolving to the 
next success
Security teams have always had a very difficult job 
protecting their networks and data against a seemingly 
endless variety of unseen foes, from high-school hackers 
to international cybercrime rings to spies from major 
nation-states. In the last year, we’ve had the sudden 
spike in major supply chain and ransomware attacks on 
the heels of the COVID-19 pandemic, whose disruptions 
included a sudden shift to remote work.
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Despite all this, the security industry has a pretty good track record.

“With Covid, the rapid shift to remote work did not mean an increase in successful attacks,” 
says Splunk Global Security Advisor Mick Baccio. “The perimeter shifted, but the gates held.” 

The nature of data security is that even when you’ve earned your laurels, you can never rest 
on them. So how do we stand against relentless foes who outnumber the good guys by 
orders of magnitude?

Automation and threat intelligence, coupled with machine learning and security software, 
help security analysts focus on — and quickly respond to — emerging threats and 
complicated anomalies, says Splunk CISO Pamela Fusco. 

“We need to knock out more of the noise,” she says. And that comes not just from tools 
that can sift through the inhuman volume of alerts and distractions. Analysts need to 
be able to find the cause, impact and best resolution from all elements: applications, 
networks, devices and the human user. 



The security challenge can feel like an endless roller coaster, but understanding the threats 
at each level can help organizations take control, deflecting attacks, spotting intrusions and 
integrating predictive measures. 

Getting there means acknowledging the threats we’re facing, from the uptick in ransomware 
and supply chain attacks to the persistent threat of business email compromise, and 
building an approach around data to detect and respond to those risks, our experts agree.

“This reality argues for things like zero trust networking,” says Splunk Distinguished Security 
Strategist Ryan Kovar. “I can’t entirely trust my cloud provider because they’re not fully 
transparent; I can’t trust that my software 
vendors won’t ship down malicious packages; 
I can’t trust my employees to never click on a 
phishing email. So all I can do is mitigate the 
risk, remove the ability for adversaries to move 
laterally by having a lockdown independent 
network or a zero trusting network.” 

In other words, we can’t hide from threats. 
They’re coming (they’re here), and we need to 
evolve to stay ahead of them. 

So let’s get started.
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Prediction

Ransomware will increase as 
cybercriminals professionalize —  
and leverage the supply chain. 
As bad as the prominent ransomware and supply chain attacks of the past couple of years have 
been, they’ll be worse together. But it’s an inevitable combination. Ransomware is the why (money), 
and supply chain is the how (through third-party software that can get attackers into thousands 
of victim organizations at once, and more easily). That’s what we saw with last summer’s 
Kaseya attack, and we’ll see it again. And again.

“Ransomware is the biggest security threat to most organizations 
today,” says Splunk Distinguished Security Strategist Ryan Kovar. 

“Honestly, it’s not if you’re going to get hit with a ransomware 
attack — it’s when.”

Holding an organization’s data or infrastructure for ransom is the 
quickest way to turn an intrusion into cold, virtual bitcoin, and 
because that’s where the money is, it’s where the cyber crooks 
are flocking. In fact, research in 2021 suggested that two-thirds 
of ransomware attacks are enacted not by genius-level hackers, 
but low-level grifters who bought ransomware tools on the 
dark web. That’s right, ransomware as a service is a thing. It’s an 
ecosystem, with established organizations and supply chains. 
It’s a market with enough competition that sometimes the tools 
go on sale.

Kovar recommends three ways organizations can prepare for the 
inevitability of a ransomware attack:

• Assess your defenses at a deeper level, particularly against 
known ransomware vectors (for instance, counter the most 
common ransomware entry point, brute force attacks on 
remote desktop protocol, with better endpoint protection).

• Develop an incident response plan. What are your technical 
responses? Who do you call? Who’s on the decision chain about 
when to pull the plug on a specific compromised system? When 
the ransom is demanded, are you going to pay up?

• Create an incident recovery plan. How do you restore locked 
systems or lost data? How will you handle communications with 
affected customers or the public at large?

Ransomware 
It’s professionalizing, and it’s leveraging the supply chain.

https://www.splunk.com/en_us/blog/security/kaseya-sera-what-revil-shall-encrypt-shall-encrypt.html
https://www.group-ib.com/media/ransomware-empire-2021/
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This kind of planning is essential, notes Splunk Global Security Advisor Mick Baccio. 
Paying a ransom is expensive, and often, not paying and trying to recover your data from 
backup can be time-consuming and costly, as well. He points to 2021’s high-profile attack 
against Ireland’s national health service, where recovery sprawled across months and 
was expected to cost more than $600 million all told.

“Whether you pay the ransom or not, if you’re hit, it will cost you,” Baccio says. “Having a 
plan in place can reduce the time and cost of recovery.”

https://www.bankinfosecurity.com/irish-ransomware-attack-recovery-cost-estimate-600-million-a-16931
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Prediction

A major public cloud service provider 
could be the next big breach.
You want to talk about a devastating supply chain attack, imagine attackers getting into one of the 
major cloud service providers (CSPs). Google Cloud, Amazon Web Services and Microsoft Azure 
are some of the ripest targets on the internet. They’re also among the very best protected.

We proposed this notion to our security experts — the odds of 
a major cloud provider being hacked directly (as opposed to a 
customer being hacked) — and their first caveat was, “If it hasn’t 
happened already.”

“It’s like predicting whether it’s going to rain next week,” Ryan 
Kovar says. “Maybe not next week, but it’s gonna rain.”

“The Magic 8-Ball question is how and where it originates,” says 
Splunk CISO Pamela Fusco.

Kovar notes that both sides of a CSP partnership are vulnerable 
to human activity, whether it be insider attacks or a customer 
who misconfigures security on their side. But none of the 
major cloud services are known to have had their underlying 
infrastructure hacked. So far.

Shawn Bice, Splunk’s president of products and technology and 
a former AWS executive, echoes the universal security refrain of 

“not if, but when.”

“I’ve learned to assume that these really unfortunate big events 
will happen,” he says. “The bigger question is, how big will the 
blast radius be? That’s what you’d expect the cloud service 
providers to work on every day, developing every layer of 
protection to limit the impacts.”

Garth Fort, Splunk’s chief product officer, has a unique 
perspective, having worked for both AWS and Azure. On the one 
hand, he has a lot of admiration for the CSPs’ security postures.

“They have the appropriate mentality — very paranoid — and 
they have their own teams of white-hat hackers working daily 
to find vulnerabilities first, and they really do fantastic work,” he 
says. “On the other hand, I’d never bet against the bad guys in the 
long run. There are just so many of them, a lot more than you ever 
know of. So would I bet a paycheck that we’d go a whole year 
without such a major breach happening? No.”

“
The bigger 
question is, 
how big will 
the blast 
radius be?”

Shawn Bice, President of 
Products and Technology, 
Splunk

Public Cloud 
Too ripe a target?
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Prediction

Sharing of threat intelligence will increase — 
first via security vendors, later through 
government programs (maybe). 
Splunk is literally betting on the future of threat intelligence — we bought security intelligence 
management platform TruSTAR last spring. Not only must the sharing of threat intelligence increase; 
there also needs to be better automation and integration of threat data, given the increase in noise. 
More intelligence with better automation will allow security teams to focus their resources and 
investments in the most needed areas, and help overburdened analysts avoid burnout. 

Threat Intelligence 
Vendor consortiums will lead the way.

Paul Kurtz, Splunk’s chief cybersecurity advisor for the public 
sector and a cofounder of TruSTAR, says that threat intel has to 
progress to keep up with today’s threats.

“From the early 2010s up through 2020, lots of companies were 
hiring threat intel analysts and relying on them to play Whac-A-
Mole,” he says. “Now they’re seeing that that’s not going to scale. 
Automation and integration are the way to go.”

Kurtz says that more sharing of intelligence will help everyone. He 
expects it to start through vendors sharing data from across their 
own customer bases. Eventually, he hopes to see governments 
providing intelligence as well, taking a more assertive role against 
cyber crime. 

“Many companies and the federal government are realizing that 
just simply putting better locks on each of our houses, and 
everyone’s trying to defend themselves individually, is simply 
not enough,” Kurtz says. “Everyone so far is trying to buy more 
mousetraps, better means of protecting themselves, and relying 
on humans to try to bring pieces together. Ultimately we’re going 
to fail due to scale. Defenders can’t assimilate data fast enough, 
and adversaries move too fast.”

Mick Baccio sees a consolidation of threat intelligence moving 
that analyst role out of the SOC. “You’re either a producer or a 
consumer of threat intelligence, and if you’re a producer, you’ll 
either work for a threat intelligence vendor or the government,” 
says Baccio, who was White House branch chief for threat 
intelligence across two administrations. “The rest of us will 
consume that intelligence.”

https://www.splunk.com/en_us/blog/leadership/splunk-announces-intent-to-acquire-trustar.html
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“Threat intel analyst as a separate role is dead or dying,” Ryan 
Kovar says, agreeing that most organizations will consume, not 
create, threat intelligence. “In the next five years that role is going 
to go from dedicated threat intelligence to some sort of network 
defender. Which doesn’t mean sharing threats won’t still happen, 
it just isn’t exactly the same job.”

The Biden administration’s Executive Order 14028 on improving 
national cybersecurity may drive increased security information 
sharing, enabled by vendor-led threat intel cooperatives. But 
expect government-led information sharing to take a while to 
take effect. There’s not a viable ecosystem for such intelligence 
sharing — it’s not like you blast it out to a giant email chain or 
post a file on a blog. 

For one thing, there’s a lot of red tape to cut through. Every 
organization involved in information sharing will have to go 
through their legal teams to sign non-disclosure agreements 
and surmount other hurdles. It will take a lot of work to make 
an effective reality, Baccio says. “Information sharing is the new 
hotness,” he allows, “but we have to do more than talk about 
information sharing.” 



Prediction

DevSecOps principles will be adopted faster 
than DevSecOps as a formal practice. 
If you asked many organizations whether they have either a dedicated DevOps team or a defined 
DevOps culture, they’ll say no. But ask whether they’re doing continuous deployment, have a CI/CD 
pipeline, are shipping more to the cloud — we’d bet they’d say yes. It’s similar with DevSecOps.

DevSecOps is a broad technical framework that combines 
development, security and operations with the ultimate aim of 
making security an essential part of any agile business process — 
from the beginning. Like Agile development or DevOps, it has its 
own manifesto, conferences and T-shirts. But it hasn’t gained 
the formal traction that Agile and DevOps have, and the question 
we put to our experts was: Will it? Their answer: Whether an org 

“adopts the orthodoxy” or follows its principles to just do security 
better, DevSecOps is essential. 

Garth Fort, Splunk’s chief product officer, agrees that as a 
concept, if not a formal discipline, DevSecOps is already a reality. 

“The ‘shift left’ has happened in any cloud-based organization,” he 
says. “CISOs aren’t the ones responsible for the security of your 
code. That’s the dev’s job from the get-go.”

Without embracing DevSecOps as a formal movement, many 
organizations have adopted the key principle of moving security 
from the last step of software development to the first — bringing 
responsibility to developers, as Fort says. That movement can 
include embedding security engineers within dev teams, to make 
sure that as many of the security-related decisions as possible 
are made at the source, and that the end product has minimal 
security bugs. It means putting resources, in the form of tools 
and knowledge, in the hands of developers. And, says Splunk VP 
of Platform Sales Mike Saliter, it means meeting them halfway.

“Security needs to go where the developers are,” Saliter says. 
“Devs don’t consult security tools. They solve problems on Slack. 
We need more integrations to get security where the devs are, 
whether it’s providing security results in GitHub or sending Slack 
notifications about some code issue.”

So DevSecOps will continue to spread, but more as folk wisdom 
than formal religion. 

DevSecOps 
Whether or not you adopt the term, you’ll adopt the practices.
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Strategy

Basic security diligence is your 
new perimeter. 
There is no perimeter. We’ve known that for years now, and certainly saw when 
COVID-19 extended every enterprise through its employees’ home Wi-Fi setup. But 
there has to be a perimeter, because there’s “inside your network, touching all your 
stuff,” and “outside your network, not touching all your stuff,” and that remains a 
very important distinction. It’s just that we’ve had to stop thinking of a perimeter 
as being this side of a firewall versus that side. 

Security Basics 
When there’s no perimeter, your basic diligence is your perimeter.

If the perimeter is what keeps attackers out of your systems, and 
the perimeter can’t be tied to a single layer of security or part of 
your infrastructure, then your perimeter is you — the actions you 
take as a security professional to keep cybercriminals at bay.

“The biggest thing is not any particular software tool or technique,” 
says Mick Baccio, Splunk global security advisor. “It’s focusing 
on the bread-and-butter work, the cyber hygiene. It’s patching 
your systems regularly and quickly, it’s implementing multifactor 
authentication, it’s the basics, the eat-your-vegetables of 
cybersecurity.”

“You’ve got to be consistent,” Splunk CISO Pamela Fusco adds, 
because malicious actors need just one mistake. “They ping at 
your defenses, and they’re very patient. Just as a basic example, 
they’ll walk ports, troll IoT access points repeatedly in stealth 
mode seeking a configuration snafu, simple user account, 
default setting, open and/or idle access points. These slight 
sightings typically won’t trigger an alert because they’re below 
most thresholds.”

In addition to consistently working the basic techniques, Fusco 
says organizations will have to dig deeper to spot adversaries 
before they mount an attack. “If we could take the time to 
consistently review the past 30 to 45 days of log data and 
observe the low- and medium-level events, we might identify 
precursors and patterns.” 
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Because we can’t stay ahead of every threat, every day, forever, 
it’s important to build something besides your front-line defenses.

“It’s not ‘If I’m breached,’ but when,” says Simon Davies, 
vice president of Splunk in the Asia-Pacific region. “Smart 
organizations know they can’t always be 100% secure, though 
they do their best. So when something happens, how will you 
quickly remediate? Being able to understand what happened and 
how to get it under control are critical competencies.”

“There’s no silver bullet or magic pill,” Kovar admits. 

“It just comes down to the blue team rolling its sleeves up and 
doing that blue-collar cybersecurity work,” Baccio says.

Because a lapse in this daily discipline is the real hole in 
any perimeter. 

Rather than the perimeter focus that’s about protecting a virtual 
space, Baccio advocates starting with the individuals moving 
within that space. 

“Identity is the endpoint,” Baccio says. “Multifactor authentication 
[MFA] can be the difference between surviving an attack and not. 
You’ve got to deploy a zero trust stance and authenticate every 
user, interaction and account, including admins.”

Distinguished Security Strategist Ryan Kovar agrees. “I can’t 
think of a major breach that would have been a major breach 
if three basic things had been done: MFA, full patching and 
asset identification.”

That is not to say that working through the well-known list of 
basic security hygiene makes you invulnerable to attack. As 
vital as multifactor authentication is, it can be circumvented 
by such techniques as weaponized browser extensions, fake 
support scams or sophisticated attackers who direct you to a 
falsified MFA portal that then steals your credentials. And a lot 
of cyber crime comes down to tricking human users; the FBI’s 
2020 annual report on cyber crime found that business email 
compromise costs companies about $1.8 billion in losses, out of 
total cyber crime losses of $4.2 billion. That’s a lot of clicking on 
links that people shouldn’t have clicked.

“
I can’t think of 
a major breach 
that would 
have been 
a major breach 
if three basic 
things had been 
done: MFA, 
full patching 
and asset 
identification.”

Ryan Kovar, Distinguished 
Security Strategist, Splunk

https://www.bleepingcomputer.com/news/security/fbi-over-42-billion-officially-lost-to-cybercrime-in-2020/
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Let the good 
times roll
Security is — by necessity — now part of everything. Every 
project, software purchase or digital initiative has got to take 
security considerations into account. If your org is selling or 
buying technology (and it is), the first point of order has to 
be security. 

There are always more threats, bigger threats, faster threats on the horizon, which 
means security teams will have to be faster still. “No matter what’s in your toolbox,” 
Mick Baccio says, “it better get faster in 2022.”

And maybe 
invest in a really 
good coffee 
maker.

Let the good times roll.
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Zero trust, endpoint protection and multifactor authentication can help 
keep cybercriminals out, while automation and machine learning can 
improve security analysts’ needle-in-a-haystack challenge by at least 
sorting the hay into smaller stacks, as Ryan Kovar put it. 

Paul Kurtz champions the rise of automation. “More data integration and 
automated response will be the continuing trend,” he says. “They’re going 
to play a much greater role in security.”

They’ll have to. In 2022, the ever-escalating challenges will make security 
teams work harder than ever. But with the right tools and the right data, 
they can even the odds a little.
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